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I. PURPOSE: 

Ensure information security events and weaknesses associated with Information Systems are 
communicated in a timely manner allowing for corrective action to be taken by establishing controls 
for the reporting of information security events and weaknesses. 

II. DEFINITIONS: 

All capitalized terms not defined herein shall have the meaning set forth in the ITD Glossary. 
Applicable to all !TD policies and procedures. 

Ill. POLICY: 

HHSC technology resources are provided to authorize Users to facilitate the efficient and effective 
performance of their duties in a secure electronic environment. The use of such resources 
imposes certain responsibilities and obligations on Users. It is the responsibility of every User to 
help ensure that such resources are used in a secure fashion and not left vulnerable to misuse, 
abuse, or exploit due to carelessness, unreported systems failures, active intent, or theft. If such 
a condition is observed or suspected by an employee, it is the employee's responsibility to report 
it to the proper HHSC authority. 

IV. AUTHORITY: 

• FIPS Publication 200, Minimum Security Requirements for Federal Information and 
Information Systems 

• NIST 800-60. 
• HIPAA. 

V. RELATED PROCEDURE(S): 

• ITD 01318. 

VI. REFERENCE(S): 

None. 
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